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Topics

* What Is encryption real/ly about?
 \Why should we care?
* \What can we do next?




We often think of encryption as a two-party process.

e Here’s a simple diagram of an encrypted exchange between Gerald and Leila.

« We can assume that Gerald and Leila’s intent is to keep their conversation confidential, even if it
has to pass through other hands...

e And it will.
Gerald Leila
“Please send Sender: Gerald “Please send
cat videos” > Recipient: Leila > cat videos”
Contents:fgS4WcFfkljnM&NIxeld



All our online activities pass through at least one intermediary.

By default, intermediaries see the message and
who Is talking to whom - even If Gerald and Lella
are both using https.

Webmall
To:Leila From:Gerald
Gerald’s browser g u Leila’s browser
Please send Il
cat videos”
“Please send “Please send
cat videos” cat videos”




E2E Encryption protects the message throughout its journey.

The intermediary — even Iif it’s the messaging server -

cannot see, alter or forge the message’s contents.

Gerald’s app
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“Please send
cat videos”

IM Server

To:Leila From:Gerald
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Leila’s app
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“Please send
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Encryption is not just about data, it's now about physical safety.

* Monitoring your smart doorbell remotely via the manufacturer’'s web service
* |t's your home, your family, your mobile device... and someone else’s cloud.

R Web service




... and it’s about the safety of your children ..

* Did you really expect that this connected toy would let strangers access personal
messages to your child?

v

| Web service




... and it’s not just about safety at home...

 Monitoring your car’s location/security remotely via the manufacturer’'s web service
e [t's your car, your mobile device, your safety... and someone else’s cloud.

R Web service




..and it’s not just about security of people.

* Any control system that operates via a third party “cloud” illustrates the same point.
e Infrastructure services running on “elastic computing”...

 Drones

 Autonomous vehicles

e Charging stations for electronic cars

* In any such setup, it's not only none of the intermediary’s business what’s in the
traffic they handle, it's actively unsafe if they can read, alter or fake messages.
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The “No-one But Us” Mentality

Weakening mass market products and services does not prevent malicious actors from finding secure ways to
communicate.

= It compromises our security without delivering the intended result.
Exceptional access “will be hacked, it will be utilized, and there’s no way to make it secure” - US legislator

"Encryption is an overwhelmingly good thing — it keeps us all safe and secure. Building in backdoors is a threat to
everybody and it’s not a good idea to weaken security for everybody to tackle a minority.”

- Robert Hannigan, former director of GCHQ

“The EU has fallen for the myth that it’s possible to keep us safer by weakening the very thing that protects us.”
- Markéta Gregorovad, MEP

We should fundamentally oppose policies that weaken cryptographic technology,
@ because they make everyone less safe.
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Is encryption still under threat?

Yes!

« Australia, Bangladesh, Canada, India, Turkey, UK and US, among others, are all
legislating for more Government access to data, even If it's encrypted.

I/aaw/i I/aaw/i

* Proposals with labels like “traceabllity”, “content moderation”, “child safety”, “age
verification” all represent steps towards undermining, bypassing or even banning
encryption.

You can check a country’s status here, and submit updates too!
https://www.gp-digital.org/world-map-of-encryption/

L
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Join The Movement - October 21st /s Global Encryption Day

@ Encryption Kept Me Safe: Supporting the LGBTQ... D
Copy link

Watch on £ Youlube Watch on B3 Youlube

Companies, civil society, Chapters, individuals... even policymakers have joined in.
A rights activist and a journalist told us how encryption protects them.

Do you depend on encryption?
* Has encryption kept you safe?

What's your story? Tell us, and we'll help you tell the world.

https://www.globalencryption.org/events/ged/encryption-kept-me-safe/
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Resources and Next steps

The GEC Social Toolkit page contains user
stories, video clips, updates, this year’s
game, but also

... It shows that if you join the effort to
defend encryption, you are joining a world-
wide movement on a huge scale.

https://www.globalencryption.org/events/ged/social-toolkit/

Encryption protects us:
we have to protect encryption.

L

(] @ globalencryption.org/events/ged/social-toolkit/

Check out the recording of our webinar
for #GlobalEncryptionDay: Why
Encryption Matters and How We Can
Safeguard Data in the Wake of Quantum
Computers! =¥ ?

#GED2022 #FightforPrivacy #Tutanota

youtube.com/watch?v=fzNd7i...

ISOC Sudan Chapter
@I1SOCsd ,

there are 100 participants '..':

#GlobalEncryptionDay

cess sex and relationships education.
some example scenarios (sideways arrow)"

Slide 3 reads: "LGBT+ children, especially those who
live in countries where homosexuality is stigmatised or
criminalised, use encrypted platforms to access infor-
mation that helps them.

For example, to understand their sexuality, answer
questions they might have, and connect with others.”
Slide 4 reads: "For children who live under repressive
regimes, where cyber-censorship is practised, encryp-
tion plays an important role in facilitating their access to
information.

For example it gives them the opportunity to seek and
receive information by critics of the regime.”

Slide 5 reads: "Children from religious minorities might
be disproportionately impacted by encryption in exer-
cising their right of access to information. For example
in England, schools are required by guidance to have
filters and monitoring systems to detect signs of ‘radi-
calisation’. Where children’s searches are flagged, they
could be referred to the UK's counter-terrorism pro-
gramme Prevent, which potentially discriminates
against Muslim children.”

image description continued in first comment]

#E2EE #encryption #digitalprivacy #privacy #childpro-
tection #encryptionday #dataprivacy #childrights #csam
#ocsea #dataprotection #cybersecurity #onlinesafety
#childrensrights #csea #GlobalEncryptionDay
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ISOC Live
@ @ISOC_Live ’

WEBCAST OCT 28 - ISOC Gambia -
#Encryption for a Safer Internet - #En-
cryptGambia #GlobalEncryptionDay
@isocgm @encryption_day @futureiden-
tity @InternetSociety @cmbeyet
@AFRINIC @otienobarrack @aftld Jean-
Robert Hountomey @AfricaCERT @Pon-
celet2 @ISOC_Africa isoc.live/15911/

ISOC Sudan Chapter
@ISOCsd ,

Dr. Moamaer (consultant): "Sudan GOV
encourages the people of Sudan to use
encryption".

#GlobalEncryptionDay #ISOCsd #Sudan

ISOC Liberia ’
@lsocLiberia

#GlobalEncryptionDay October 21,
2022, held at Ministry Post &
Telecommunications, Carey Street,
Monrovia, Liberia Z. #photooftheday
@VictorNdonnang @ISOC_Africa @en-
cryption_day @internetsociety
#StandupForEncryption
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